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Points raised by previous speakers
• Becta 

Acceptable Use Policies;
Education & Inspections Act 2006

• School nurse
All adults in school are responsible for child protection

• CEOP
The issues are often at home, but the messages to help young people 
stay safe are gained in school;
South Park video clip - the risk is just as likely to be on your doorstep;
Young people are the experts

• Hartley Primary
Club Penguin – Social networking site

• NCH
High use of internet compared to other European countries;
More highly regulated than most other countries;
Offers recreational opportunities





Security measures on the LGfL network

• URL filters and logging
• Email filters and logging
• Firewalls
• Traffic sampling



http://www.safety.lgfl.net/

http://www.safety.lgfl.net/


• A class of 8 year olds are in the ICT suite. 
The teacher gives them a research topic 
‘Thailand’. Robert calls the teacher over to 
tell her that the search results include a 
link ‘adult sex’, he is told “Don’t click the 
link” and the teacher then moves away to 
talk to another group of children elsewhere 
in the classroom. 



• In a discussion with a Year 1 class it 
emerges that 55% of the children say they 
have had online experiences which are 
embarrassing or uncomfortable. 



Education Programme



Education Programme





Use young people to help you to stay 
up to date – they are the experts





• Mrs Morisson has Year 9 History in the 
ICT suite. One boy is found printing out 
hardcore adult pornographic images on 
the classroom colour printer. 



• Sharon has a site on MySpace, she has 
posted photos from a party last weekend, 
she and her friends had far too much to 
drink, but the photos are giving everyone a 
good laugh.



• Sharon has a site on MySpace, she has 
posted photos from a party last weekend, 
she and her friends had far too much to 
drink, but the photos are giving everyone a 
good laugh.

• Sharon is a teacher – so are most of her 
friends



• After a job interview Mr White thinks it 
through – on his blog – he’s not sure 
whether to take the job, but he’s unhappy 
in his current post.



• After a job interview Mr White thinks it 
through – on his blog – he’s not sure 
whether to take the job, but he’s unhappy 
in his current post.

• Mr White has applied for  literacy 
coordinator post in a local school. His blog 
has open public access. 



• Wes bought an iPod from ebay, but it was 
a fake and did not work. He contacted the 
seller to try to get his money back. The 
seller did not reply.



• Wes bought an ipod from ebay, but it was 
a fake and did not work. He contacted the 
seller to try to get his money back. The 
seller did not reply.

• The email address of the seller is
glock@brize-pri.rutland.sch.uk



Policy Resources

•Policy separated into sections and 
includes specific references for child 
protection and anti-bullying policies



Acceptable Use Policies







• Millie is in an internet café, she is trying to 
find pictures for her project about big cats. 
By accident, she finds some pictures and 
photographs that make her feel 
uncomfortable and embarrassed.



• A class of 8 year olds are in the ICT suite. 
The teacher gives them a research topic 
‘Thailand’. Robert calls the teacher over to 
tell her that the search results include a 
link ‘adult sex’, he is told “Don’t click the 
link” and the teacher then moves away to 
talk to another group of children elsewhere 
in the classroom. 



LGfL URL filtering
• Based around the NetSweeper filtering system
• Provides 4 levels of filtering

– Blocks all illegal content on the Internet Watch 
Foundation blacklist

– Global Deny list - contains other URLs deemed to be 
entirely unsuitable for access within LGfL network

– Category database - categorises URLs and blocks by 
category

– Local Deny list - allows blocking of individual URLs
– Local Allow list - allows access to an otherwise 

blocked URL







• A teacher laptop is sent for repair. An 
image of child pornography is found in the 
folder that holds temporary internet files. 
The teacher is suspended. 



• A teacher reports an illegal image on his 
laptop. The necessary authorities are 
informed. The teacher is suspended.



• A 14 year old boy has taken his own life. 
There is an allegation of bullying and a 
web site emerges which has hate 
comments about the boy and also 
message board posts which say they are 
glad he is dead. 



LGfL monitoring reports
URL logging

• Every request made through the URL filtering service is 
logged, including:
– Date and time
– IP address of the user
– URL details
– Category of the URL
– Whether it was blocked or allowed

• All logs are kept for a minimum of 3 months and are 
fully searchable

• Logs are stored unprocessed, for forensic purposes

• Forensic software also available – talk to Synetrix  
(other products and services are available…☺..)



NetSweeper Reporter Wizard





Support those who are vulnerable.
Watch out for those who are risk 
takers.



Use your professional skills in 
identifying young people who are 
behaving out of character.



But don’t underestimate young 
people. They are working hard to 
keep each other safe. 



Coming soon…



LGfL Premium Content

• Celebrating us - now
– Stereotype and prejudice

• Celebrating us – Jan 2008
– Rights, roles and responsibilities
– Our life online









Handle carefully

• 95% will see something unsuitable 
for their age

• how do you react??

• Do not blame the young person

• Keep a lid on your reaction to what   
you see

(“children go online” 2004)



If a pupil brings a knife 
into school would you 
send them to the 
Design & Technology 
Coordinator?



If a pupil has an issue 
with drugs do you 
send them to a 
Science teacher?



If a pupil has printed race 
hate materials do you 
send them to the English 
coordinator?



Why then, when a young 
person has an issue 
involving new and digital 
technologies do we send 
them to the ICT 
coordinator?
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