Safer Children in a Digital World

The Report of the Byron Review

Byron Review
&ho

Children and New Technology







Byron Review — Children and New Technology

Chapter 5: The Internet: Better Information and Education

The evidence base for an information and education strategy on e-safety
Taking a strategic approach to information and education around e-safety
A successful public information and awareness campaign

Sustainable education and children’s services initiatives

Chapter 6: Video Games: The Evidence
Introduction
Setting the scene
The views of children and young people
Findings from the academic literature: violent content
® excessive use
e conclusion on the risks
® benefits
® new and emerging games
Future research

Chapter 7: Video Games: Managing Access Offline

The existing classification system

Measures taken by retailers

Existing mechanisms to ensure appropriate advertising of video games
Parental control mechanisms on gaming platforms

Using interactive, game-based approaches for learning and development

Chapter 8: Online Gaming

What is online gaming?

Risks and benefits of online gaming

Existing arrangements for managing the risks of online gaming

Effectiveness of existing arrangements for managing the risks of online gaming

Mobile gaming
Recommendations

Chapter 9: Conclusion

Glossary

Annexe A: The Byron Review approach to process and engagement

Annexe B: Key Contributors

Bibliography

107
109
116
118
126

142
142
142
144
146
152
154
154
156
158

161
163
173
176
181
187

191
191
192
195
197
200
202

205
210
212
215
218



Byron Review - Children and New Technology

Foreword

When | was asked by the Prime Minister to carry out an independent review of the risks
children face from the internet and video games, | realised two things. First, how integral
these new technologies have become to the lives of young people and second, how
important it is that we educate ourselves about the benefits and dangers they bring.

As a clinical pyschologist specialising in child and adolescent mental health - and as
the mother of two children - | wanted to understand how and why young people use
the internet and video games.

Hardly a day goes by without a news report about children being brutalised and abused in the real world
or its virtual counterpart. Some make links between what happens online or in a game, and what happens
on the streets or at home.

These headlines have contributed to the climate of anxiety that surrounds new technology and created a
fiercely polarised debate in which panic and fear often drown out evidence. The resultant clamour distracts
from the real issue and leads to children being cast as victims rather than participants in these new,
interactive technologies.

It quickly became apparent that there was a big difference between what concerned parents understand
and what their technologically savvy children know. The rapid pace at which new media are evolving has
left adults and children stranded either side of a generational digital divide. Put bluntly, the world of video
games has come a long way since the early days of Pac Man. And while change and innovation are
undoubtedly exciting, they can also be challenging or just plain scary.

But panic or no panic, the virtual world and the real world do contain risks, and children left to navigate a
solo path through either, face many dangers.

The trouble is that although as adults we instinctively know how to protect our children offline, we often
assume that their greater technological expertise will ensure they can look after themselves online. But
knowledge is not the same as wisdom.

This review is about the needs of children and young people. It is about preserving their right to take the
risks that form an inherent part of their development by enabling them to play video games and surf the
net in a safe and informed way.

By listening to children and young people and putting them at the heart of this review — and by replacing
emotion with evidence - | hope | have provided some very necessary focus to what is a very necessary

debate.
JFD\W @W

/

Dr Tanya Byron
Consultant Clinical Psychologist
March 2008
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Executive Summary

® The internet and video games are very popular with children and young people and
offer a range of opportunities for fun, learning and development.

e But there are concerns over potentially inappropriate material, which range from
content (e.g. violence) through to contact and conduct of children in the digital world.

e Debates and research in this area can be highly polarised and charged with emotion.

e Having considered the evidence | believe we need to move from a discussion about the
media ‘causing’ harm to one which focuses on children and young people, what they
bring to technology and how we can use our understanding of how they develop to
empower them to manage risks and make the digital world safer.

e There is a generational digital divide which means that parents do not necessarily feel
equipped to help their children in this space — which can lead to fear and a sense of
helplessness. This can be compounded by a risk-averse culture where we are inclined to
keep our children ‘indoors’ despite their developmental needs to socialise and take risks.

e While children are confident with the technology, they are still developing critical
evaluation skills and need our help to make wise decisions.

® In relation to the internet we need a shared culture of responsibility with families,
industry, government and others in the public and third sectors all playing their part to
reduce the availability of potentially harmful material, restrict access to it by children and
to increase children’s resilience.

® | propose that we seek to achieve gains in these three areas by having a national
strategy for child internet safety which involves better self-regulation and better
provision of information and education for children and families.

® |n relation to video games, we need to improve on the systems already in place to help
parents restrict children’s access to games which are not suitable for their age.

® | propose that we seek to do that by reforming the classification system and pooling
the efforts of the games industry, retailers, advertisers, console manufacturers and
online gaming providers to raise awareness of what is in games and enable better
enforcement.

e Children and young people need to be empowered to keep themselves safe — this isn’t
just about a top-down approach. Children will be children - pushing boundaries and
taking risks. At a public swimming pool we have gates, put up signs, have lifeguards and
shallow ends, but we also teach children how to swim.
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Key Arguments and Recommendations

Context, evidence and a child-centred approach

1.

Technology offers extraordinary opportunities for all of society including children and
young people. The internet allows for global exploration which can also bring risks, often
paralleling the offline world. Video gaming offers a range of exciting interactive
experiences for children, however some of these are designed for adults. There is a
generational digital divide between parents and children which means that many parents
do not feel empowered to manage risks in the digital world in the same way that they do
in the ‘real’ world.

New media are often met by public concern about their impact on society and anxiety and
polarisation of the debate can lead to emotive calls for action. Indeed, children’s use of the
internet and video games has been seen by some as directly linked to violent and
destructive behaviour in the young. There are also concerns about excessive use of these
technologies by children at the expense of other activities and family interaction. As we
increasingly keep our children at home because of fears for their safety outside — in what
some see as a risk-averse culture’ — they will play out their developmental drives to
socialize and take risks in the digital world.

| have sought to put the child at the centre of this Review, both in terms of process and in
the way that | have surveyed the evidence on the potential effects of the internet and video
games on our children. The research debate on ‘media effects’, especially in relation to
violent content in video games, is highly divided. On the internet, the technology and how
children use it moves so fast that it is difficult for research to keep up. Of course, the
harmful nature of illegal contact with children online is clear and this is being addressed by
the work of Child Exploitation and Online Protection Centre (CEOP). But my remit has been
to look at the grey areas - of legal, adult material such as 18 rated video games, and the
risks to children online from a huge range of potentially harmful or inappropriate (but
legal) content, contact with others and their own conduct. Chapter 1 explores some of
context around this debate and sets out how | have approached defining the boundaries of
this very broad remit.

The voices of children, young people and parents and the evidence of harm in relation to
the internet and video games are discussed in detail in Chapters 3 and 6 respectively.
Overall I have found that a search for direct cause and effect in this area is often too
simplistic, not least because it would in many cases be unethical to do the necessary
research. However, mixed research evidence on the actual harm from video games and use
of the internet does not mean that the risks do not exist. To help us measure and manage
those risks we need to focus on what the child brings to the technology and use our
understanding of children’s development to inform an approach that is based on the
‘probability of risk’ in different circumstances.

We need to take into account children’s individual strengths and vulnerabilities, because
the factors that can discriminate a ‘beneficial’ from a ‘harmful’ experience online and in
video games will often be individual factors in the child. The very same content can be
useful to a child at a certain point in their life and development and may be equally
damaging to another child. That means focusing on the child, what we know about how
children’s brains develop, how they learn and how they change as they grow up. This is not
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13 and under ‘Netsmart’ competition winner:
Bailey Jones, age 9
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Glossary

ASA

AUP

BBFC

BCAP

Becta

BERR

BSI

CAP

CPD

DCMS

DCSF

DMG

DIUS

ECM

ELSPA

ERA

ESRB

FOSI

HSTF

IASH

Advertising Standards Authority

Acceptable Use Policy

British Board of Film Classification

Broadcast Committee of Advertising Practice

British Educational Communications and Technology Agency
Department for Business, Enterprise and Regulatory Reform
British Standards Institution

Committee of Advertising Practice

Continuous Professional Development

Department for Culture, Media and Sport

Department for Children, Schools and Families

Digital Media Group

Department for Innovation, Universities and Skills

Every Child Matters

Entertainment and Leisure Software Publishers Association
Entertainment Retailers Association

Entertainment Software Rating Board

Family Online Safety Institute

Home Secretary’s Task Force on Child Protection on the Internet

Internet Advertising Sales House



ICT

IMCB

IP address The label that identifies each computer to other computers using the IP (internet

ISP

ISPA

IWF

LAN

LSCB

MMOG

MMORPG

NAPP

Ofsted

PEGI

POSC

PSA

SEF

TDA

TNWA

UuGC

VSsC

WAP
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Information and Communications Technology

Independent Mobile Classification Body

protocol)

Internet Service Provider

Internet Service Providers’ Association

Internet Watch Foundation

Local Area Network

Local Safeguarding Children Board

Massively Multiplayer Online Games

Massively Multiplayer Online Role Playing Games
National Academy of Parenting Practitioners
Office for Standards in Education, Children’s Services and Skills
Pan European Game Information

PEGI Online Safety Code

Public Service Agreement

Self Evaluation Form

Training and Development Agency for Schools
The New World Assembly

User Generated Content

Video Standards Council

Wireless Application Protocol
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Annexe A

The Byron Review
approach to process

and engagement

A.1  The Byron Review was commissioned on 6 September 2007 by the Prime Minister and the
Secretaries of State for Children, Schools and Families and Culture, Media and Sport. A team
of officials from both Departments was set up to support and guide me in completing this
incredible six month task.

A.2  From the beginning, | have sought to put children and young people at the heart of my
Review and to make sure that | listen to and reflect their opinions. | have tried to do this in
a number of ways:

e A specifically tailored Call for Evidence designed for children and young people from
whom | received over 350 extremely interesting and helpful responses from those aged
between 5 and 18 years. This was complemented by my engagement through the
Review’s website and profiles created on a number of social networking sites where | was
able to blog regularly with various age groups on issues raised by them. A summary of the
Children’s Call for Evidence can be found in Annexe D at www.dcsf.gov.uk/byronreview.

® Appearing on BBC's Newsround to promote my Children’s Call for Evidence. I'd like to
see more Government Reviews engage with children and young people who have so
many insightful views to offer.

e A series of incredibly interesting and engaging focus groups involving 48 parents and 42
children and young people across the UK, segmented by age of child, socio-economic
status, geographical location and level of concern about the internet and video games.
From this an excellent report was produced for me by Solutions (Strategy Research
Facilitation) Ltd, which is published alongside this report (Annexe E).

e Talking with the Children’s Panels at CEOP and DCSF about their views on how to be
safer when using new technology. These events with the children and young people
were enthusiastically supported by DCSF and CEOP staff.

e Holding a competition with children and young people sending in text, pictures and
other multi-media entries giving advice on how to stay ‘netsmart’ and ‘game smart’.
Around 250 amazing entries were received, including pictures, animations and videos.
Some of these have been included throughout this report and the video entries are
available on my website www.dcsf.gov.uk/byronreview. | recommend everyone has a
look. I'd like to thank all the children who took part in the competition and all those who
helped publicise it at short notice.
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Gathering the views and evidence from a diverse range of stakeholders has also been
absolutely crucial to the Review, and has ensured that my understanding of these
challenging and sometimes complex questions has been sound and evidence based. | have
staked much importance on trying always to be open, consultative and listening to the
many views and opinions of those with experience and strong feelings about making
children and young people safer in the digital world. | hope that everyone involved can
look back and feel that they had the opportunity to help shape the Review’s direction and
development. | am grateful for the enthusiastic engagement, support and expert advice

| received. Examples of the generous engagement of so many to this Review include:

® Launching a general Call for Evidence from 9 October to 30 November 2007, which
received over 300 responses from key industry, third sector and individual stakeholders.
A summary of the responses and a full list of respondents is available at Annexe C, on
my website.

e Holding meetings with over 100 stakeholders, including trips to the United States and
Ireland to meet with some of the major internet and video games industry players and
public and third sector bodies.

e Holding an interim conference which brought together, at relatively short notice, over
100 key representatives from across the landscape (including those from the USA and
Europe) to share ideas and discuss the emerging evidence, experience and direction
of the final Report. | am grateful to those who spoke at the event, in particular, the
Children’s Commissioner for England, Sir Al Aynsley-Green.

I would also like to thank the representatives of the internet and video games industries
and third sector organisations working with children and young people, who gave up a
day to join me at one of three workshops in December last year to discuss some of my
preliminary findings and ideas for making children safer when using new technology.

| found those discussions thought provoking, robust and helpful.

In order to make sense of the vast array of evidence in this area | commissioned three
literature reviews on:

e current media effects literature in relation to video games and the internet from
Professor David Buckingham and colleagues at the Institute of Education;

® up to date research evidence on children’s brain development from Professor Mark
Johnson at Birkbeck University;

® a comprehensive review on the vast body of child development research from Professor
Usha Goswami at Cambridge University

These are all published alongside this report as Annexes F, G, and H and can be found at
www.dcsf.gov.uk/byronreview. The literature reviews were complemented by a series of
workshops with academics to discuss the findings, and | know that everyone found the
discussions useful and stimulating.

213



214

Byron Review - Children and New Technology

A.7

A8

A9

A.10

A12

A13

A14

My review has been supported by the staff at Ofcom - in particular, support and advice
from Jeremy Olivier and Helen Normoyle has been invaluable. As part of their response to
the Call for Evidence, Ofcom submitted a quantitative survey of the views of children,
young people and parents on internet safety and also an update of the Andrea Millwood-
Hargrave and Professor Sonia Livingstone’s authoritative study of harm and offence in
media content.

| am particularly indebted to Dr Bettina Hohnen for her expert steer of all the academic
engagement for my Review and her comprehensive analysis of all the evidence submitted.

I would also like to thank Elfie Sichel for her excellent proof reading.

Although I have been an Independent Government Reviewer | have been supported by a
number of senior Government officials especially: Jeanette Pugh (Director of Safeguarding
Group, DCSF), Brian Leonard (Director, Industry, DCMS), and Jon Zeff (Director, Media,
DCMS). The ‘virtual’ Government Reference Group which | established was a key means of
keeping relevant Government Departments informed of progress and sharing information.
| am particularly grateful for the sponsorship, advice and support | have received from:

Ed Balls (Secretary of State for Children, Schools and Families), Andy Burnham (Secretary of
State for Culture, Media and Sport), and James Purnell (now Secretary of State for Work and
Pensions).

| also valued the expertise of my independent Friends Group: Joe Elliot, Adam Gee,

Jon Gisby, Fiona Romeo, Alice Taylor and Antony Walker, who offered challenge, support
and acted as a sounding board on emerging ideas and direction. | would particularly like to
acknowledge the continued and much valued support of Anthony Lilley, who has been a
true Friend of my Review. The guidance and support of Lord Putnam of Queensgate has
also been invaluable.

Most importantly | have been supported by the most dedicated, committed and talented
team: Jason De Bono, Richard Eyre, Lucy Blackburn, Steven Ginnis and my exceptional team
leader Claudine Menashe-Jones. | am indebted to them for enabling me to produce this
Review so comprehensively in such a short space of time and allowing me to drive this
process at a rapid pace from beginning to end. Most of all | commend their enthusiasm and
support and thank them for having fun with me.

I'd like to dedicate this Review to the adults concerned with the digital child safety agenda
and to encourage continued joined up, collaborative and respectful working together with
a primary emphasis on listening to the voice of children and young people and placing
their needs at the heart of all thinking. I'd like to thank the many parents who have stopped
me in supermarkets offering their views on how they can be supported to do this.

Finally, I also dedicate this Review to a number of important groups: to all children and
young people who have the right to safely enjoy all the exciting and new digital

technologies and to all parents, teachers and carers who support them.

Dr Tanya Byron, 27 March 2008
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Key Contributors

Below is a list of all those individuals and
organisations that the Byron Review Team
met with during the review process.

3 Mobile

Activision

Advertising Association, The

Advertising Standards Authority (ASA)
Advertising.com

Association for Infant Mental Health
Barrington Harvey

Bebo

Becta

Blitz Games

Blunkett MP, David

Boxer, Steve (Freelance Video Games Journalist)
Brazier MP, Julian

British Board of Film Claasification (BBFC)
British Broadcasting Corporation (BBC)
British Standards Institiute (BSI)

British Telecommunications (BT)
Broadband Stakeholders Group

Child Exploitation and Online Protection Centre
(CEOP)

Childnet International
Children’s Charities Coalition for Internet Safety

Children’s Commissioner for England,
(Professor Sir Albert Aynlsey-Green)
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Children’s Society

Clayton, Richard (Dr)

Council for Disabled Children

De Guzman, Joshua Luis Nino (Expert Gamer)

Department for Business, Enterprise &
Regulatory Reform (BERR)

Department of Children, Schools and Families
(DCMS)

Department of Culture, Media and Sport
(DCMS)

Department of Culture, Media and Sport Select
Committee

Department of Health, Social Services and
Public Policy (Northen Ireland)

Dept of Justice, Equality and Law Reform
(Republic of Ireland)

Digital Media Group (DMG)
DSG International
Electronic Arts (EA)

Entertainment and Leisure Software Publishers
Association (ELSPA)

Entertainment Retailers Association (ERA)

Entertainment Software Ratings Board (ESRB -
USA)

Facebook

Families Need Fathers

Family and Parenting Institute
Family Online Safety Institute (FOSI)

Fathers Direct
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Federal Communications Commission (USA)
Federal Trade Commission (USA)

Future Publishers

Game

Google/You Tube

Gould, Chris (Omega Sektor)

His Masters Voice (HMV)

Home Office

Information Commissioner

Intenet Watch Foundation (IWF)

Interactive Software Federation of Europe (ISFE)
Internet Advertising Bureau UK

Internet Advisory Board (Republic Of Ireland)
Internet Education Foundation

Internet Keep Safe Coalition

Internet Service Providers’ Association (ISPA)
Internet Watch Foundation (IWF)

Keibi

Le Forum des droits sur l'internet

Lintott, Lisa

Linx

Lord Puttnam

Lord Taylor of Warwick

Media Literacy Taskforce

Mediawatch

Metropolitan Police (Obscene Publications
Unit)

Michael MP, Alun

Microsoft

Ministry of Justice (MOJ)
Mobile Broadband Group
Mobile Entertainment Forum

Myspace

National Association of Schoolsmasters/Union
of Women Teachers (NASUWT)

National Centre for Missing and Exploited
Children (NCMEC - USA)

National Children’s Bureau

National Society for the Prevention of Cruelty
to Children (NSPCC)

Nattional Association of Head Teachers
NCSoft

Netherlands Institute for the Classification of
Audiovisual Media (NICAM)

Nintendo
02

Office for Standards in Education, Children’s
Services and Skills (Ofsted)

Office of Communications (Ofcom)
Open Rights Group, The

Orange UK

Pakeerah, Giselle

Parenting UK

Parentline Plus

PEGI Advisory Board

Piczo

Progress and Freedom Foundation
Qualifications and Curriculum Authority (QCA)
Sainsbury’s

Samaritans

Sony

Symantec

The New World Assembly (TNWA)
Thompson, Mozelle

TIGA

Time Warner/AOL

T-Mobile



Training and Development Agency for
Schools (TDA)

Ubisoft

UK Online Centres

UK Video Games Industry Forum

United Kingdom Trade and Investment (UKTI)
Vaz MP, Keith

Video Standards Council (VSC)

Vodafone

Waters, Darren (Technology Editor, BBC News
Interactive)

Which?

Woolworths

Wride, Phillip (Elysium)
Wyatt MP, Derek

Yahoo UK & Ireland

The Byron Review consulted a number
of academics:

Dr Yaman Akdeniz

Dr Sarah-Jane Blakemore
Prof Raymond Boyle

Dr Jo Bryce

Prof David Buckingham
Dr Andrew Burn

Dr Carole Chapman

Dr Keri Facer

Prof Uta Frith

Prof Usha Goswami

Ms Lyndsay Grant
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Prof Mark Griffiths
Prof Barrie Gunter

Dr Leslie Haddon

Prof Stephen Heppell
Dr Matthew Hibberd
Dr Daniel Johnson
Prof Mark Johnson

Dr Adam Joinson

Dr Maria Kanbouri
Prof Sonia Livingstone
Ms Andrea Millwood-Hargrave
Dr David Oswell

Prof Julian Petley

Dr Natasha Whiteman
Dr Monica Whitty

Dr Rebekah Willet
Members of the Byron Review ‘Friends
Group’ were:

Joe Elliot

Adam Gee

Jon Gisby

Anthony Lilley

Fiona Romeo

Alice Taylor

Antony Walker

A full list of respondents to my Call for
Evidence can be found online as part of
Annexe C: Call for Evidence Summary
Report.’

1 www.dcsf.gov.uk/byronreview
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